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1. About Backup

Veeam Backup & Replication is built for virtual environments. It operates at the virtualization
layer and uses an image-based approach for VM backup.

Veeam Backup & Replication copies VM data from the source datastore at a block
level. It retrieves VM data, compresses and deduplicates it, and stores in backup files on the
backup repository in Veeam’s proprietary format.

In Veeam Backup & Replication, backup is a job-driven process. To perform backup, you need
to configure backup jobs. A backup job is a configuration unit of the backup activity. The
backup job defines when, what, how and where to back up. One backup job can be used to
process one or several VMs.

The first backup job session always produces a full backup of the VM image. Subsequent
backup job sessions are incremental — Veeam Backup & Replication copies only those data
blocks that have changed since the last backup job session.

1.1 Creating Backup Jobs

You can configure a backup job and start it immediately or save the job and run it later. Jobs
can be started manually or scheduled to run automatically at specific time.

Before creating a backup job, check prerequisites. Then use the New Backup Job wizard to
configure the backup job.

Step 1. Launch the New Backup Job Wizard
To launch the New Backup Job wizard, do one of the following:
¢ On the Home tab, click Backup Job and select VMware.

e Open the Home view. In the inventory pane right-click Jobs and
select Backup > VMware.

e Open the Inventory view. In the working area select the VM(s), click Add to
Backup on the ribbon and select New job or right-click the VM(s) and select Add to
backup job > New job. Veeam Backup & Replication will start the New Backup Job
wizard and add the VM(s) to this job. You can add other VMs to the job later on, when
you pass through the wizard steps.

e You can quickly add the VM(s) to an already existing job. To do this, open
the Inventory view, in the working area select the VM(s) and click Add to
Backup > name of the job on the ribbon or right-click the VM(s) and select Add to
backup job > name of the job.
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Step 2. Specify Job Name and Description
At the Name step of the wizard, specify a name and description for the backup job.
1. In the Name field, enter a name for the backup job.

2. In the Description field, provide a description for future reference. The default
description contains information about the user who created the job, date and time
when the job was created.

New Backup Job -

Name
Type in a name and description for this backup job.

0B Backup

Virtual Machines
Description:

Storage Daily Backup lab|

Guest Pracessing

Schedule

Sumrmary

< Previous Hext > Finish Cancel

Step 3. Select VMs to Back Up

At the Virtual Machines step of the wizard, select VMs and VM containers that you want to
back up.

To add VMs to the job:
1. Click Add.
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2. Use the toolbar at the top right corner of the window to switch between

views: Hosts and Clusters, VMs and Templates, Datastores and VMs and Tags.
Depending on the view you select, some objects may not be available. For example,
if you switch to the VMs and Templates view, no resource pools, hosts or clusters
will be displayed in the tree.

3. Select the VM or VM container in the list and click Add.

To quickly find the necessary object, use the search field at the bottom of the Add

Objects window.

1. Click the button to the left of the search field and select the type of object to search
for: Everything, Folder, Cluster, Host, Resource pool, VirtualApp or Virtual machine.

2. Enter the object name or a part of it in the search field.

3. Click the Start search button on the right or press [ENTER].

Add Objects [ x|
Yirtual Machi
== .
= Select virtual Select abjects: m E‘E? = @ at automatically changes
m a3 you add ne =
4 (g1 Hosts and Clusters ~
4 i veenter0l techilocal
Mame 4 g Atlanta oy
Virtual Machines E= ‘_375_"01-':““-'0‘3' -
b (® Alpha
Storage FRE L]
[
db(1
Guest Processing b ‘E‘? =
(¥ Fileservers
Schedule 3 ‘ Replicas
b (4 Sandbox +
Summary 3 0 Shell +
b (4 Webservers
v
Total size!
|9k—- Type in an object name to search for Q| 0B

Step 4. Exclude Objects from Backup Job

After you have added VMs and VM containers to the job, you can specify which objects you

want to exclude from the backup. You can exclude the following types of objects:

e VMs from VM containers

e Specific VM disks

¢ VM templates

To exclude VMs from a VM container:

1. At the Virtual Machines step of the wizard, click Exclusions.

2. Click the VMs tab.
3. Click Add.
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4,

6.

Use the toolbar at the top right corner of the window to switch between

views: Hosts and Clusters, VMs and Templates, Datastores and VMs and Tags.
Depending on the view you select, some objects may not be available. For example,
if you select the VMs and Templates view, no resource pools, hosts or clusters will
be displayed in the tree.

In the displayed tree, select the necessary object and click Add. Use the Show full
hierarchy check box to display the hierarchy of all VMware Servers added to the
backup infrastructure.

Click OK.
New Backup Job =
Virtual Machines
Select wirtual machines to neacess via container ar granularke Container neovides denarmic selecti at autornatically changes
=
P o veusddng Exclusions
Mame W3 Disks | Templates
Add...
virtual Machines Wirtual machines to exclude: |—|
Storage D’T‘?swm Wirtual Machine
& 8 X E?SNM Wirtual Machine REGITR
uest Processing E?SNDE \irtual Machine Helusions.,,
[
Sk ’E‘;?SNUT Virtual Machine
LI sreB Wirtual Machine
e
Recalculate
Total size:
< Prewious Hext =

To exclude VM disks:

1.
2.
3.

At the Virtual Machines step of the wizard, click Exclusions.
Click the Disks tab.

Select the VM in the list and click Edit. If you want to exclude disks of a VM added as
part of the container, click Add to include the VM in the list as a standalone object.

Choose disks that you want to back up. You can choose to process all disks, 0:0
disks (typically, system disks) or add to the list custom IDE, SCSI or SATA disks.

Select the Remove excluded disks from VM configuration check box.
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[

New Backup Job

VYirtual Machi;
|¥‘ Selectvirtual Select Disks -automatically changes
= m 33 you add ne

Wi disks to process:

Name Al disks

O Disk 0.0 only ttypically, systern disk)
Wirtual Machines .

® Selected disks:
Storage IDE (0:00 Add

IDE (0:1)

Guest Processing IDE (1:0
Schedule
e

Rermove excluded disks from WM configuration

Cansider using this aption to be able to restore, replicate or copy WM to a Recalculate
location where excluded disks are not accessible with the original paths.
Otherivise, WA will fail to power on without rmanual Wk configuration edits, Tt ofizeg

e
< Previous et > Cancel

To exclude VM templates:

1. At the Virtual Machines step of the wizard, select a VM container and

click Exclusions.

Click the Templates tab.

Clear the Backup VM templates check box.

If you want to include VM templates into the full backup only, leave the Backup VM
templates check box selected and select the Exclude templates from incremental
backup check box.

PN

H

New Backup Job
Yirtual Machines
Select virtual machines tn nrocess wia container or granularke Container nrovides dunamic sele, at autornatically changes
-
m as you add ng Exclusions
MNarne W3 Disks | Templates
Add...
Virtual Machines Templates processing settings:
Backup VM ternplates
S Exclude termplates from incremental backup
Guest Processing
Schedule
Surmma
g

Templates backup functionality is available in Netwark backup Recalculate
mode only.
Total size:
< Prewious Next >

Step 5. Define VM Backup Order

You can define the order in which the backup job must process VMs. Setting VM order can
be helpful, for example, if you add some mission-critical VMs to the job and want the job to

ENG-114V 1.1 Page 8



VVeeam Backup, Replication and Data Recovery - Getting Started Guide

process them first. You can set these VMs first in list to ensure that their processing fits the
backup window.

VMs inside a VM container are processed at random. To ensure that VMs are processed in
the defined order, you must add them as standalone VMs, not as a part of the VM container.

To define the VM backup order:

1.
2.

At the Virtual Machines step of the wizard, select a VM or VM container.

Use the Up and Down buttons on the right to move the VM or VM container up or
down in the list.

Mew Backup Jok -
Yirtual Machines
Select virtual machines to process via container, or granularly, Container provides dynamic selection that autoratically changes
= m as you add new WM into container.
MName Virtual machines to backup:
Name Type Size
Virtual Machines S snat Virtual M., 20.2 GB
(59 dbot Virtual M. 23.9GB
Storage
s Pracessing
Schedule
Surmmal
& + Uown
Total size:
53.1GB

Step 6. Specify Backup Storage Settings

At the Storage step of the wizard, select backup infrastructure components for the job —
backup proxy and backup repository, and specify backup storage settings.

1.

Click Choose next to the Backup proxy field to select a backup proxy.

If you choose Automatic selection, Veeam Backup & Replication will detect backup
proxies that have access to the source datastore and automatically assign an optimal
backup proxy to process VMs in the job.

If you choose Use the selected backup proxy servers specified below, you can
explicitly select backup proxies that the job must use. It is recommended that you
select at least two backup proxies to ensure that the backup job starts if one of the
proxies fails or loses its connectivity to the source datastore.

From the Backup repository list, select a backup repository where the created
backup files must be stored.

You can map the job to a specific backup stored on the backup repository. Backup
job mapping can be helpful if you have moved backup files to a new backup
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repository and want to point the job to existing backups on this new backup
repository.

To map the job to a backup, click the Map backup link and select the backup on the
backup repository. Backups can be easily identified by job names. To find the backup, you
can also use the search field at the bottom of the window.

4. In the Retention policy section, specify the number of restore points that you want
to store on the backup repository.

5. If you want to archive backup files created with the backup job to a secondary
destination (backup repository or tape), select the Configure secondary
destination for this job check box. With this option enabled, the New Backup
Job wizard will include an additional step — Secondary Target. At the Secondary
Target step of the wizard, you can link the backup job to the backup copy job or
backup to tape backup job.

You can enable this option only if a backup copy job or backup to tape job is already
configured on the backup server.

New Backup Job -
Storage
Specify processing prozy server to be used for source data retrieval, backup repository to store the backup files produced by this
= m job and customize advanced job settings if required.
Mame Backup proxy:
|Automatlc selection | | Choose...
Wirtual Machines
Backup repository:
F— [Scate-out Backup Repository (Extensible Backup Repository) vl
= 844GB freeof 1.24TE Map backup

Guest Pracessing e M—

Schedule Restore paints to keep on disk; 4 El o

E—— [] Canfigure secondary destinations for this job

Copy backups praduced by this job to anather backup repasitary, or to tape, Best practices
recammend maintaining at least 2 backups of production dats, with one of them being off-site,

Advanced job settings include backup mode, compression and deduplication,
black size, notification settings, automated post-job activity and other settings. |

sdaduStep 7. Specify Advanced Backup Settings
At the Storage step of the wizard, specify advanced settings for the backup job:
Backup Settings
To specify settings for a backup chain created with the backup job:
1. At the Storage step of the wizard, click Advanced.

2. On the Backup tab, select the backup method that you want to use to create the
backup chain on the backup repository:

e To create a reverse incremental backup chain, select Reverse Incremental.

e To create an incremental backup chain, select Incremental and enable synthetic full
and/or active full backups (see items 3-4).
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e To create a forever forward incremental backup chain, select Incremental and do
not enable synthetic full and/or active full backups (see items 3-4).

3. If you choose the incremental backup method, you can select to periodically create
synthetic full backups and/or active full backups.

e To create a synthetic full backup, select the Create synthetic full backups
periodically check box and click Days to schedule synthetic full backups on the
necessary week days.

You can additionally choose to transform the previous full backup chain into the reverse
incremental backup chain. To do this, select the Transform previous full backup chains
into rollbacks check box.

e To create full backups regularly, select the Create active full backups
periodically check box. Use the Monthly on or Weekly on selected days options
to define scheduling settings.

Before scheduling periodic full backups, you must make sure that you have enough free
space on the backup repository. As an alternative, you can create active full backups
manually when needed.

Advanced Settings -
x
Backup | Maintenance I Storage | Matifications IvSphere | Integration | Scripts |
Storage
Specify proc Backup mode s produced by this
= m job and cust )
) Reverse incremental [slower)
Increments are injected into the full backup file, so that the latest backup file
Marme is alnays a full backup of the mast recent Wh state,
@ Incremental [recom mended) :|
Wirtual Machines
Increments are saved into new files dependent on previous files in the chain,
E— Best far backup targets with poar randam /0 perfarmance, :|
Create synthetic full backups periodically
Guest Processing
Create on:  Saturday
Schedule [ Transform previous backup chains inta rollbacks
Conwerts previous incremental backup chain into rollbacks for the
Surmary newdy created full backup file,
practices
being off-site,
Active full backup
[ Create active full backups perindically
tonthly ont | First handay Manths...
Weekly on selected days: Days..,

Maintenance Settings

You can instruct Veeam Backup & Replication to periodically perform maintenance
operations — service actions that will help make sure that the backup chain remains valid
and consistent.

To specify maintenance settings for the backup job:
1. At the Storage step of the wizard, click Advanced.

2. Click the Maintenance tab.
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3. To periodically perform a health check for the latest restore point in the backup

chain, in the Storage-level corruption guard section select the Perform backup
files health check check box and specify the time schedule for the health check.

Select the Remove deleted VMs data after check box and specify the number of days for
which you want to keep backup data for deleted VMs. If a VM is no longer available (for
example, it was deleted or excluded from the job), Veeam Backup & Replication will keep its
data on the backup repository for the period that you have specified. When this period is
over, data of the deleted VM will be removed from the backup repository.

By default, the deleted VM retention period is 14 days. Do not set the deleted VM retention
period to 1 day or a similar short interval.

5. To periodically compact a full backup, select the Defragment and compact full

backup file check box and specify the schedule for the compact operation.

Advanced Settings -
x
Storage Backup | Maintenance | Storage | Notifications | vsphere [ Integration | seripts |
= Specify proc Storage-level corruption guard s produced by this
m Jjob and cust
Perforr backup files health check {detects and auto-heals corruption)
Harne ® Monthlyon: [Last v | [Friay v| [ Months.. |
Virtual Machines O Weekly on selected days: Days... ] \&I
Storage ]
Guest Processing Full backup file maintenance
Use these settings to clean up, defragment and compact full backup file
Sthedule periodically when the job schedule does notinclude periodic fulls,
Surnrmary Rernove deleted Whs data after 145 days
ti
Defragment and compact full backup file E::glcnef;ﬂitg
® Monthlyon; |Last v [saturday v| [ Months...
(O Weekly on selected days: Days...
Advanced
Save As Default \ﬂl

Storage Settings

To specify storage settings for the backup job:

1.
2.
3.

At the Storage step of the wizard, click Advanced.
Click the Storage tab.

By default, Veeam Backup & Replication deduplicates VM data before storing it on
the backup repository. Data deduplication provides a smaller size of the backup file
but may reduce the backup job performance. To disable data deduplication, clear
the Enable inline data deduplication check box.

If you want to include data blocks of the hiberfil.sys file and pagefile.sys file to the
backup, clear the Exclude swap file blocks check box.

From the Compression level list, select a compression level for the

backup: None, Dedupe-friendly, Optimal, High or Extreme.

In the Storage optimization section, select what type of backup target you plan to
use: Local target (16 TB + backup files), Local target, LAN target or WAN target.
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Depending on the chosen storage type, Veeam Backup & Replication will use data
blocks of different size to optimize the size of backup files and job performance.

7. To encrypt the content of backup files, select the Enable backup file
encryption check box. In the Password field, select a password that you want to
use for encryption. If you have not created the password beforehand, click Add or
use the Manage passwords link to specify a hew password.

If the backup server is not connected to Veeam Backup Enterprise Manager, you will not be
able to restore data from encrypted backups in case you lose the
password. Veeam Backup & Replication will display a warning about it.

NOTE:

If you enable encryption for an existing backup job, during the next job
session Veeam Backup & Replication will create a full backup file. The created full backup file

and subsequent incremental backup files in the backup chain will be encrypted with the
specified password.

Advanced Settings -
x
| Backup I Mamtenancel Storage |Not\ﬂcatlons I\fSphere | Integration | Scripts |
Storage
= Specify proc Data reduction 5 produced by this
m job and cust Enable inline data deduplication {recommended)
" Exclude swap file blocks irecommended)
ame

Exclude deleted file blocks (recammended) :|
Virtual Machines Compression level;
Storage [Optimal (recommended) v| ]

Optimal compression provides for best compression to performance ratio, and
Guest Processing lowre st backup progy CPU usage.
Schedule Storage optimization:

Local target v|
Surnmary Best performance at the cost of lower deduplication ratio and larger incremental

backups, Recommended for direct-attached storage, practices

being off-site.
Encryption
Enable backup file encryption
Password:
|Standard password (Last edited: less than a day ago) v| | Add... ‘
Loss protection enabled tanage passwords
Sove s Befalt T

Notification Settings

To specify notification settings for the backup job:
1. At the Storage step of the wizard, click Advanced.
2. Click the Notifications tab.

3. Select the Send SNMP notifications for this job check box if you want to receive
SNMP traps when the job completes successfully.

4. Select the Send email notifications to the following recipients check box if you
want to receive notifications about the job completion status by email. In the field

below, specify recipient’s email address. You can enter several addresses separated
by a semicolon.
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5. You can choose to use global notification settings or specify custom notification
settings.

a.

o To receive a typical notification for the job, select Use global notification
settings. In this case, Veeam Backup & Replication will apply to the job global
email notification settings specified for the backup server.

o To configure a custom notification for the job, select Use custom notification
settings specified below check box. You can specify the following notification
settings:

In the Subject field, specify a notification subject. You can use the following
variables in the subject: %Time% (completion

time), %JobName%, %JobResult%, %VmCount% (number of VMs in the job)
and %lIssues% (number of VMs in the job that have finished with

the Warning or Failed status).

Select the Notify on success, Notify on warning and/or Notify on
error check boxes to receive email notification if the job completes successfully,
fails or completes with a warning.

Select the Suppress notifications until the last retry check box to receive a
notification about the final job status. If you do not enable this
option, Veeam Backup & Replication will send one notification per every job retry.

6. Select the Set successful backup details to this VM attribute check box to write
information about successfully performed backup and backup results (backup date
and time, backup server name and path to the backup file) to a VM attribute. In the
field below, enter a name of the attribute. If the specified attribute does not
exist, Veeam Backup & Replication will create it.

Advanced Settings -
x
st Notifications |vsphere | Integration | scripts
orage
|¥\ Specify prac Send SNMP notifications for this job s produced by this
m job and cust
Send email notifications to the fallowing recipients:
g recip
Marme ‘adm\mstrator:@tech.com |
I
Wirtual hMachines O Use global natification settings
E— ® Use custom notification settings specified below: :|
Subject:
Guest Pracessing |[%JuhREsult%] %lobMNarme (26¥mCount? Yis) %lssues |
Sehedlillz Notify on success
5 Natify on warning
urmnmary
Notify on errar loractices
Suppress notifications until the last retry peing off-site,
Set successful backup details to this Wh attribute:
‘Notes |
Append to the existing attribute's value Advanced
P g &
Sov 2 Dot [ Cancal |
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vSphere Settings

To specify VMware vSphere settings for the backup job:
1. At the Storage step of the wizard, click Advanced.
2. Click the vSphere tab.

3. Select the Enable VMware tools quiescence check box to freeze the file system of
processed VMs during backup.

4. In the Changed block tracking section, specify if VMware vSphere CBT must be
used for VM backup. By default, this option is enabled. If you want to force using
CBT even if CBT is disabled at the level of the ESX(i) host, select the Enable CBT
for all processed VMs automatically check box.

IMPORTANT!

You can use CBT for VMs with virtual hardware version 7 or later.

Advanced Settings -
[x]
Backup | Maintenance | storage | Matifications | vsphere | Integration | seripts |
Storage
Specify proc Guest quiescence s produced by this
= ob and cust
m 1 [] Enable Whiweare Tools quiescence
Native quiescence is anly used forvirtual machines with application-aware
Name image processing disabled,
I
Virtual Machines Changed block tracking
— Use changed block tracking data (recarnmended) 1
Enable CBT for all pratected Yis autarnatically
Guest Processing
Changed black tracking (CBT) allows for fast incremental backup and
o replication of Yhs with virtual hardware wersion 7 or later. For CBT to be
chnecule enabled, M must have no existing snapshots,
Summary
practices
being off-site,
Sove s Defaul [cancel ]

Integration Settings

On the Integration tab, you can define whether you want to use the Backup from Storage
Snapshots technology to create the backup.

To specify storage integration settings for the backup job:
1. At the Storage step of the wizard, click Advanced.
2. Click the Integration tab.

3. By default, the Enable backup from storage snapshots option is enabled. If you
do not want to use Backup from Storage Snapshots, clear this check box.
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4.

If you add to the job many VMs whose disks are located on the same volume or LUN,
select the Limit processed VM count per storage snapshot to <N> check box
and specify the number of VMs for which one storage snapshot must be created.

To fail over to the regular VM processing mode and back up or replicate such VMs in
the regular processing mode, select the Failover to standard backup check box.

Advanced Settings -
x
o Backup | Maintenance | storsge | notifications | vsphere | Intearation
orage
|¥‘ Specify proc Primary storage integration s praduced by this
B ot and cust Enable backup fram storage snapshots
Use storage srapshots (instead of Wh snapshots) s the data source for this
MNarne Job. Using storage snapshots reduces impact on the production environment
from WM snapshot cammit. ]
Virtual Machines Lirnit pracessed WM count per starage snapshot to 0L
5 By default, the job will process all included Whs located on the same ]
torage
datastore from a single storage srapshat,
Guest Processing [] Failaver to standard backup
Perform standard backup from W snapshot if backup from storage
Schedule shapshot fails.
Summary
practices
being off-site.
Sove s Defout [ coneat |

Script Settings

To specify script settings for the backup job:

At the Storage step of the wizard, click Advanced.
Click the Scripts tab.

If you want to execute custom scripts before and/or after the backup job, select

the Run the following script before the job and Run the following script after
the job check boxes and click Browse to choose executable file(s) from a local
folder on the backup server. The scripts are executed on the backup server.

You can select to execute pre- and post-backup actions after a number of backup
sessions or on specific week days.

e If you select the Run scripts every <N> backup session option, specify the
number of the backup job sessions after which the script(s) must be executed.

e If you select the Run scripts on the selected days only option, click Days and
specify week days on which the script(s) must be executed.

ENG-114V 1.1 Page 16



VVeeam Backup, Replication and Data Recovery - Getting Started Guide

Advanced Settings -
X
Starage Backup | Maintenance | Storage | Motifications | vsphere [ Integration | Seripts
Specify pror Job seripts 5 produced by this
= b and cust
R ot end e W] Rur the Fallowsing seript befars the job:
s [enscriptaypresjob bat || Erowse.. |
Run the fallowing script after the job: Choose...
Virtual Machines ™ g ’ ]
[seripts\past-job ba | [ erowse.. |
— ]
® Runscripts every |1 5 backup session
Guest Processing .
O Run scripts on the selected days oy Days..
Sehedule
Summary
bractices
being off-site,
S s Dot [Ccomea ]

Step 8. Specify Secondary Target

The Secondary Target step of the wizard is available if you have enabled the Configure
secondary destination for this job option at the Storage step of the wizard.

At the Secondary Target step of the wizard, you can link the backup job to a backup to
tape or backup copy job. As a result, the backup job will be added as a source to the backup
to tape or backup copy job.

To link jobs:
1. Click Add.

2. From the jobs list, select a backup to tape or backup copy job that must be linked to
the backup job. You can link several jobs to the backup job, for example, one backup
to tape job and one backup copy job. To quickly find the job, use the search field at
the bottom of the wizard.

x
Select Jobs -
Secondary Tar
& Use the backup) efficiently creating remote
= m backups and re|  SelectJobs =
4 (B Jobs
M {@E DE Backup Copy
Add.,
Wirtual Machines
Storage
Secondary Target
Guest Processing
Schedule
Sumrarny
{8h~ Tvpe in an object name to search for Q |
*
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Step 9. Specify Guest Processing Settings

At the Guest Processing step of the wizard, you can enable the following settings for VM
guest OS processing:

Application-aware processing

Transaction log handling for Microsoft SQL VMs
Archived log handling for Oracle VM

VM guest OS file exclusion

Use of pre-freeze and post-thaw scripts

VM guest OS file indexing

You must specify a user account that will be used to connect to the VM guest OS and deploy
the runtime process:

1.

From the Guest OS credentials list, select a user account with local administrator
privileges on the VM guest OS. If you have not set up credentials beforehand, click
the Manage accounts link or click Add on the right to add credentials.

By default, Veeam Backup & Replication uses the same credentials for all VMs in the
job. If some VM requires a different user account, click Credentials and enter
custom credentials for the VM.

If you have added Microsoft Windows VMs to the job, specify which guest interaction
proxy Veeam Backup & Replication can use to deploy the runtime process on the VM
guest 0S. On the right of the Guest interaction proxy field, click Choose.

o Leave Automatic selection to let Veeam Backup & Replication automatically
select the guest interaction proxy.

o Select Use the selected guest interaction proxy servers only to explicitly
define which servers will perform the guest interaction proxy role. The list of
servers contains Microsoft Windows servers added to the backup
infrastructure.

To check if Veeam Backup & Replication can communicate with VMs added to the job and
deploy the runtime process on their guest OSes, click Test

Now. Veeam Backup & Replication will use the specified credentials to connect to all VMs in
the list.

NOTE:

The guest interaction proxy functionality is available in the Enterprise and Enterprise Plus
Editions of Veeam Backup & Replication.
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New Backup Job -

Guest Processing
- Choose guest O pracessing options available for running Whs.

Mame Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and

Wirtual Machines configures the OS5 to perform required application restore steps upon first boot,

Storage Customize application handling options for individual YMs and applications Applicatians.
Enable guest file system indexing
ST Creates catalog of quest files b enable browssing, searching and 1-click restares of individual files,

Indexing is optional, and is nat required to performm instant file level recaveries.
Guest Processing

Custamize advanced guest file systerm indexing options far individual Vs Indexing...

Schedule Guest 05 credentials

Sumrmaty 74 TECHAAdministratar (TECHYAdministrator, ast edited: 2 days aga) e[ add.

IManage accounts

Custemize guest O credentials for individual Vs and aperating systems Credentials...

Guest interaction prazy:

Autornatic selection

Choose.,

Test Now

Step 10. Define the job schedule

At the Schedule step of the wizard, select to run the backup job manually or schedule the
job to run on a regular basis.

New Backup Job -

Schedule
Specify the job scheduling aptions. If you de net set the schedule, the job will need to be contralled manually.

Mame Run the job autormatically

Daily at this time: y =
Virtual Machines Dol ot his ime:— f10.00pm 3] [everyday b

O Monthly at thistime: 110.00PM (2| | Fourth Saturday
Storage

O Periodically every: |1 Hours

Secondary Target

© After this job: Apache Backup (Apache Backup Job)
Guest Processing
Automatic retry
Schedule Retry failed YMs processing: 3 times

minutes

5] |5

Summary Wait before each retry atternpt for: |10
Backup window

[] Terminate job if it exceeds allowed backup window

If the job does not complete within allocated backup window, itwill be
terminated to prevent snapshot comrmit during production hours.

[ <previaus | [ Apply Cancel

Step 11. Finish Working with the Wizard
At the Summary step of the wizard, complete the procedure of backup job configuration.
1. Review details of the backup job.

2. Select the Run the job when I click Finish check box if you want to start the job
right after you finish working with the wizard.

3. Click Finish to close the wizard.
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Mew Backup Job

Sum mary

The job's settings have been saved successfully, Click Finish to exit the wizard,

7

Name Summary:
Marme: DB Backup
Type: Whdware Backup
Enable application-aware processing
Enable guest file systern indexing
Source items:
db 01 (vcenterdltech.lacal)
sne01 fwcenter0l tech.local)

Virtual Machines
Storage
Secondary Target

Guest Processing Carmmand line to start the job on backup server:

"ChProgram Files\Weeam'Backup and Replication\BackuphWeeam.Backup.Manager.exe” backup

Schedule 84486298-d088-43d1-Baa 7-674966b 2d95d

Runthe jobuwhen | click Finish

< Previous

Mext >

1.1.1 Performing Active Full Backup

You can create an ad-hoc full backup — active full backup, and add it to the backup
chain on the backup repository. The active full backup resets the backup chain. All
subsequent incremental backups use the active full backup as a starting point. The
previously used full backup will remain on the backup repository until it is removed
from the backup chain according to the retention policy.

To perform active full backup:
1. Open the Home view.
2. In the inventory pane, select Jobs.

3. In the working area, select the job and click Active Full on the ribbon or right-click
the job and select Active Full.

JOB TOOLS VEEAM BACKUP AND REPLICATION
ik X
’ I'LI IIII v @
Start Stop Retry Active | Statistics Report | Edit Clone Disable Delete
Full
Job Control Details Manage Job
HOME Q, Type in on object name to search for
4 Jobs HAME + TVRE OBIEC.  STATUS  LASTRES..  NEXT..  TARGET DESCRIPTION
42 Backup 8 S0L Backup > wn Stopped  Success ot se.  BackupVolume 02 Created by SRV..
b Fx: Backups % Apache Backup - Stopped  Success <notsc.  BackupVolume 02 Created by SRV..
b5 Last 24 Hours o
Retry
B Active Full
ﬁ HOME Wil Statistics
[5  Report
5@ INVENTORY B
Disable
(T 0ACKUP INFRASTRUCTURE & Clone
- SUMMARY K Delete DATA STATUS THROUGH
5 STORAGE INFRASTRUCTURE
= & ai S 73TMB/s
- Duration: £ Pracessed: 232 6B (1005 Success 1
{2, TAPE INFRASTRUCTURE
[=]
— Processing rate: 43 MB/s Read: 13268 Warnings: 0
FILES
Iﬁj Battenzck: Source Transferred: T6GB (1.3 Errors: 0

1JOB SELECTED

CONNECTED TO: LOCALHOST

ENTERPRISE PLUS EDITION. EVALUATION: 366 DAYS REMAINING

ENG-114V 1.1

Page 20



VVeeam Backup, Replication and Data Recovery - Getting Started Guide

2. Backup Copy

With backup copy, you can create several instances of the same backup file and copy them
to secondary (target) backup repositories for long-term storage. Target backup repositories
can be located in the same site as the source backup repository, or can be deployed offsite.
The backup copy file has the same format as the primary backup, so you can restore
necessary data directly from it in case of a disaster.

2.1 Creating Backup Copy Jobs

To copy a backup to a secondary location, you must configure a backup copy job. The
backup copy job defines how, where and when to copy backups. One job can be used to
process backups of one or more machines.

Use the New Backup Copy Job wizard to configure a backup copy job.

Step 1. Launch New Backup Copy Job Wizard
To run the New Backup Copy Job wizard, do one of the following:

¢ On the Home tab, click Backup Copy and select the necessary platform: VMware
vSphere backup, Windows computer backup or Linux computer backup.

e Open the Home view, in the inventory pane right-click Jobs and select the
necessary option:

¢ Backup Copy > VMware vSphere backup — if you want to create a copy of a VM
backup.

e Backup Copy > Windows computer backup — if you want to create a copy of a
Veeam Agent backup created for Microsoft Windows machine(s).

e Backup Copy > Linux computer backup — if you want to create a copy of a
Veeam Agent backup created for Linux machine(s).

e Open the Home view, right-click anywhere in the working area and select the
necessary option:

e Backup Copy > VMware vSphere backup — if you want to create a copy of a VM
backup.

¢ Backup Copy > Windows computer backup — if you want to create a copy of a
Veeam Agent backup created for Microsoft Windows machine(s).

e Backup Copy > Linux computer backup — if you want to create a copy of a
Veeam Agent backup created for Linux machine(s).
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VEEAM BACKUP AND REPLICATION

4 h = © X
AR -
Start Stop Retry | Statistics Report | Edit Clone Disable Delete
Job Control Details Manage Job
HOME Q Type in on object name to search for
b lobs ST soe T NaME TVPE STATUS T | LAST..  MEXTR.  TARGET DESCRIPTL.
sckup
b Bl Backups E reation , |8 DB Replicstion  Vhware Replica. Stopped  Success  10/31/20.. esOltechlocal  Created by S.
1 eplication
> [ Replicas ’ {6} Apache Backup _ VMware Backup Stopped  Success  <not sche.. BackupVolume 02 Created by S..
b [ Last24 HoulE4  Backupcopy b | Wihware vBphere backup.. [ Stopped  Success  anot sche.. BackupVolume 01  Created by S,
VM Copy.. e Micrasaft Hyper-V backup... Stopped  Success  <not sche.. BackupVolume 01  Created by S..
51 File Capy.. & Windows computer backup.. 0% compl.. 10/21/20..  hypen02 Created by S..
T B Linucomputer backupa. Stopped  Success  10/31/20..  BackupVolume 02  Created by S.
A Howe
Eﬁ INVERNTORY
) SUMMARY DATA STATUS ™
(33 BACKUP INFRASTRUCTURE 1s
Duration: a6:07 Processed; 34.6 GE (100%) Success: 2 O o
(@5 STORAGE INFRASTRUCTURE
= Processing rate: 137 MBYs Read: 165 68 Warnings: b
TAPEINFRASTRUCTURE Bottleneck: Prosy Transferred: 1.0MB (9989 Errors: b
[51 Fues
L 2 NAME STATUS ACTION DURATL.,
I 10

Step 2. Specify Job Name and Description
At the Job step of the wizard, specify basic settings for the backup copy job.
1. In the Name field, enter a name for the job.

2. In the Description field, enter a description for the job. The default description
contains information about the user who created the job, date and time when the job
was created.

In the Copy every field, specify the time interval according to which the synchronization
process must start.

Mew Backup Copy Job .

Job
—w Backup copy job efficiently creates local and remote copies of your backups, making it easy to maintain multiple copies of your
l:l data, Type in a narme and description for the job, and specify backup copy interval,

_ Dlarnc]

|DB Backup Copy lob

Objects

Description:

Target
e Daily Backup Copy Jab|

Data Transfer

Schedule

Surnimary Copy ewveny:

1 2 Day v | starting at [12:00 804 -

Contrals how often backup copies are created, Backup Copy job creates a new backup file for each
copy interval, and starts copying the most recent restore point of each processed object into this
backup file imrmediately, or as soon as the new restare point appears in the source backup repositong,
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Step 3. Select Machines to Process

At the Objects step of the wizard, select machines whose restore points you want to copy
to the target backup repository.

1.
2.

Click Add.

Select the machine(s) that you want to process with the job.

New Backup Copy Job -
Objects
-* Add objects to the job. Consider using containers (such as backup jobs, or infrastructure falders) for dynamic selection scope.
[= | Momstter howyou choase to select objects, the job will sbways get object dita fram the existing backups files
Job Objects to process:
Marne Type Size Ldd...
Objects Hsne0t Wirtual Machine 294 GB
(fdb01 Virtual Machine 41 GB
Target
Schedule
Surmmary +
Total size:
53.5GB

Step 4. Exclude Objects from the Backup Copy Job

w

If you have added VM containers to the list of processed machines, you can specify
which objects you want to exclude from the backup copy job.

At the Objects step of the wizard, select a VM container added to the job and
click Exclusions.

Click the Objects tab.

Click Add.

Use the toolbar at the top right corner of the window to switch between

views. Depending on the view you select, some objects may not be available. For
example, if you select the VMs and Templates view, no resource pools, hosts or
clusters will be displayed in the tree.

In the displayed tree, select the necessary object and click Add. Use the Show full
hierarchy check box to display the hierarchy of all hosts added

to Veeam Backup & Replication.

Click OK.
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MNew Backup Copy Job

Objects
-w Add abjects
l:l Mo matter b
Job

Objects

Target

Data Transfer
Schedule

Sumpmary

Exclusions
Obijects
Objects to exclude:
Marne Type Add,..
L snvd Virtual Machine
5 508 Virtual Machine Gameye
L7 sna07 ‘irtual Machine

[

|| ——

s files.

Add...

Remowve

Exclusians...

Source..

«|[+
o
2||&
g

Recalculate

Tatal size:
42918

< Previous Mezt =

!

Cancel

Step 5. Select Source Backup Repositories

By default, Veeam Backup & Replication searches for restore points on all backup
repositories configured in the backup infrastructure. However, you can select backup
repositories in which Veeam Backup & Replication must search for restore points of
selected machine(s).

1. At the Objects step of the wizard, click Source.
2. Choose backup repositories on which restore points must be searched for.

Objects
-¢ £dd objects to t
I:l Mo matter how

Job

Objects
Target

Data Transfer
Schedule

Sumnmary

Source Repositories

Chouose what backup repositories this job should obtzin object data from.
Wie recornrmend you exclude offsite backup repositories from the selection.

O Any backup repository

The job will lack in all registered backup repositories for the mast
recent object state available .

@® Selected backup repositories only

Backup repositories:

K

dynamic selsction scope,
ckups files.

Name
[ Default Backup

Repository

Scale-out Backup Repository

Select Al
Clear &ll

I

L

dd,

Remowe

Exclusions...

Source..

«|[+
g
=
3

Recalculate

m
84
o F
@
B H

Cancel

Step 6. Define Machines Processing Order

To define machine processing order:

1. At the Objects step of the wizard, select a virtual or physical machine, or VM

container added to the job.
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2. Use the Up and Down buttons on the right to move the virtual or physical
machine, or VM container up or down in the list.

New Backup Copy Job -

Objects
-w Add abjects ta the job, Cansider using cantainers (such s backup jobs, or infrastructurs folders) for dynamic selection scape.
[= | Momatter howyou choose to select abjects,the jab will ahways et object data from the existing backups fles.

Job Objects to process:

Marne Type Size
Objects st Virwal Machine  41.7GB
Ejdhm Virtual Machine 21.1GB
Target

Data Transfer
Schedule

Summary

Step 7. Define the Backup Copy Target

At the Target step of the wizard, define the target backup repository for the backup copy
job and retention policy settings.

1. From the Backup repository list, select a backup repository in the target site where
copied backups must be stored.

2. In the Restore points to keep field, specify the number of restore points that must
be retained on the target backup repository. When this number is
exceeded, Veeam Backup & Replication will remove the earliest restore point from
the backup chain.

The maximum number of restore points for the backup copy job is 999.

3. To use the GFS (Grandfather-Father-Son) retention scheme, select the Keep the
following restore points as full backups for archival purposes check box. In
the fields below, specify the number of daily, weekly, monthly, quarterly and yearly
full intervals for which backups must be retained. Use the Schedule button to define
the schedule by which GFS full backups must be created.

4. If you do not want Veeam Backup & Replication to synthesize archive backup files on
the target backup repository, select the Read the entire restore point from
source backup instead of synthesizing it from increments check box.

IMPORTANT!

You cannot enable GFS retention settings if you use a backup repository with rotated drives
as the target backup repository.
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New Backup Copy Job -
Target

-W Specify the target backup repository, amount of most recent restore points to keep, and retention policy for full backups. You
[= | conwermsp backup functionality to seed the backup files.

Job Backup repository:

Scale-out Backup Repositary (Extensible Backup Repasitony) v
Objects =

= 5376Bfreeof 124 T8 Map backup
Target

Restore points to keep: 7 |5

B Uil Keep the following restore points as full backups for archival purposes

Schedule Weeklybackup: 4 [ $ Sunday Schedule...

Summary Monthly backup: (0 < First Sunday of the month
Quarterly backup: (0[5 First Sunday of the quarter
Yearly backup: 0 & First Sunday of the year

Read the entite restore point fram source backup instead of synthesizing it frorm increments

Advanced settings include health check and compact schedule, notifications
settings, and automated post-job activity options.

Step 8. Map a Backup File
If you plan to copy backups over WAN or slow connections, you can use backup mapping.
To map a backup copy job to the backup:

1. Click the Map backup link.

2. Point the backup copy job to the backup in the target backup repository. Backups in
the target backup repository can be easily identified by backup job names.

x
Select Backup - u
Target

-W Specify the targ iy for full backups. You

4 = Backup Repositories

lob 4 % Scale-out Backup Repository
e I
Objects % DB Backup
Wap back
2 Fileserver Backup ap backup
Target

Data Transfer

Schedule Schedule..,

Summary

g it from increrments

|§_2|- Type in an object name to search for Q |
T

Step 9. Specify Data Path Settings

To use WAN acceleration for the backup copy job:
1. Select the Through built-in WAN accelerators option.
2. From the Source WAN accelerator list, select a WAN accelerator configured in
the source site.

3. From the Target WAN accelerator list, select a WAN accelerator configured in
the target site.
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Be extremely careful when assigning WAN accelerators to the backup copy job. If you
make a mistake and assign the WAN accelerator in the target site to be used as the
source WAN accelerator, data will go in the backward direction and workload on the
WAN will increase.

New Backup Copy Job -
Data Transfer

[—W Choose howM data should be transferred from source to target backup repositary,

Job O Direct
VM data will be sent directly fram source to farget repasitory. This mode is recommended for
Objects copying backups on-site, and off-site ower a fast connection
oy ® Through built-in WAN accelerators
Pe— VI data will be sertt to target repository through WAN accelerstors that must be deployed in both
saurce and target sites. This meste proviees for significant bandwicth savings.
Schedule Squrce Wi acceleraton:
[sne0echlocal (Source WAN Accelerator) V]
Suramary
Target WK accelerstor
[srv07echlacal (Target WAN Accelerator) V]

Step 10. Define the Backup Copy Window

At the Schedule step of the wizard, define the time span in which the backup copy
job must not transport data between source and target backup repositories.

To define a backup window for the backup copy job:
1. Select the During the following time periods only option.
2. In the schedule box, select the desired time area.
3. Use the Enable and Disable options to mark the selected area as allowed or
prohibited for the backup copy job.

New Backup Copy Job -
Schedule

-w Specify when this job is allowed to transfer data over the network, Backup copy jobs run continuously, starting data transfers
lzl according to copy interval and/or as the new VM restore points appear,

Job This job can transfer data:

O Any time (continuously)

biee ® During the following time periods only:

Target q [
12:2-4-6-8-10-12-2-4-6-8-10-12

Data Transfer all

Schasle sncx || NNNRNERRRRRRNRRRRRNEN

5 Monday I I

ummary §

Wednesday I
Thursday I

Friday I
Saturday III

tonday through Friday from 5:00 A0 to 7:59 P
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Step 11. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of backup copy job
configuration.
1. Review details of the backup copy job.
2. Select the Enable the job when I click Finish check box if you want to start
the job right after you finish working with the wizard.
3. Click Finish to close the wizard.

New Backup Copy Jab -

Summary

-W Rewview the settings, and click Finish to save and exit the wizard,

Job Summary:
Mame: DB Backup Copy Job
Objects Type: Vivhware Backup Copy
Source iterns:

srvll

db0

Target
Data Transfer
Schedule

Summary

Enable the job when | click Finish

3. Replication

Replication provides the best recovery time objective (RTO) values, as you actually have a
copy of your VM in a ready-to-start state. That is why replication is commonly
recommended for the most critical VMs that need minimum RTOs.

3.1 Creating Replication Jobs

To create VM replicas, you must configure a replication job. Use the New Replication
Job wizard to configure a replication job.

Step 1. Launch New Replication Job Wizard
To run the New Replication Job wizard, do one of the following:
¢ On the Home tab, click Replication Job and select VMware.

e Open the Home view, in the inventory pane right-click Jobs and
select Replication > VMware vSphere.
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e Open the Inventory view. In the working area, select the VM(s), click Add to
Replication on the ribbon and select New job or right-click the VM(s) and
select Add to replication job > New job.

e You can quickly include the VM(s) to already existing jobs. To do this, open
the Inventory view. In the working area, select the VM(s) and click Add to
Replication > name of the job on the ribbon or right-click VMs and select Add to
replication job > name of the job.

e VEEAM BACKUP AND REPLICATION - 0 %

o
[ 2 ) S~ 7

ckup Replication  Backup Copy  Restore Import Failover
ob- Job+  Copy~ Jobv - Backup Plan~
Primary Jobs Auxiliary Jobs Restore

HOME Q Typ= in an object ngme to search for

Backup » [IAME TYRE OBJECTS STATUS LASTRESULT T NEXT R... TARGET DESCRIFTI.
Feplicatian b |4  Vivhware wSphere Jo 1 13% com.. <not sche.  BackupWolume 01 Crested by S,
Stopped Success <not st Backup Yolume 02 Created by S..
Stopped Success 10/24/20..  BackupVolume 02 Created by Su.
© Oracle Backup ~ Viware Backup 1 Stopped Success <not sche.,  BackupVolume 01 Created by S..

Backupcopy  » |7 Wi
WM Copy...
File Copy..

D@ E |dile

@ Home

B

S INVENTORY

\?E’E BACKUP INFRASTRUCTLRE
(5 STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

@ FILES

4)08BS CONNECTED TO: LOCALHOST ~ ENTERPRISEPLUSEDITION ~ EVALUATION: 366 DAYS REMAINING

Step 2. Specify Job Name and Description

At the Name step of the wizard, specify the job nhame and description and define advanced
settings for the replication job.

1. In the Name field, enter a name for the replication job.

2. In the Description field, provide a description for future reference. The default
description contains information about the user who created a job, date and time
when the job was created.

3. If you plan to replicate VMs to a DR site, you can use a number of advanced settings
for the job:

e Select the Low connection bandwidth check box to enable the Seeding step in the
wizard.

e Select the Separate virtual networks check box to enable the Network step in the
wizard.

e Select the Different IP addressing scheme check box to enable the Re-IP step in
the wizard. Re-IP possibilities can be used to automate reconfiguration of replica IP
addresses for Microsoft Windows VMs if IP schemes in the DR and production sites do
not match.
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Newr Replication Job -

Name
g Specifythe name and description for this job, and provide information an your DR site,

Name Marme:
‘DE Replication |

Wirtual Machines

Description:
Desfilizgiian Daily Replication lob
Netwark
ol Describe your DR site:

Low connection bandwidth (enable replica sesding)
Iob Settings

Separate virtual networks (enable network remapping)
Data Transfer Different IP addressing schers (enable ra-IP)
Seeding

Buest Processing
Schedule

Summary

Mext > Cancel

Step 3. Select VMs to Replicate

At the Virtual Machines step of the wizard, select VMs and VM containers that you want to
replicate.

1. Click Add.

2. Use the toolbar at the top right corner of the window to switch between
views: Hosts and Clusters, VMs and Templates, Datastores and VMs and Tags.

3. Select the object and click Add.

Add Objects £
Ju VirtuolMochi B
é Select 0ne 011l Sutect objects @[5 E @ |pmreplication.
Harne Type
i et Virtus| Machine
Marme
dd..
Wirtual Machines
Destination
e
Re-IP
Job Settings 5
Dt Transfer
Seading
Buest Processing
Schedule
Surnra
v Totsl sizs
‘*‘ dbol x‘ 0B
add | [ cancel | Cancel

Step 4. Specify Data Source

You can select a data source from which VM data must be read.
1. At the Virtual Machines step of the wizard, click Source on the right of the VMs
list.
2. In the displayed window, select one of the following options:
¢ From production storage. In this case, Veeam Backup & Replication will
retrieve VM data from datastores connected to the source ESX(i) host.
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¢ From backup files. In this case, Veeam Backup & Replication will read VM data
from the backup chain already existing on the backup repository. This option can
be used in the replica from backup scenario.

+ Virtual Machine|
é Selectone orm

Narme
Virtual Machines
Destination
Hetwork

Re-IP

Job Settings
Data Transfer
Seeding

Guest Processing
Schedule

Summary

Saurce Repositories -

Chaase where this replication job should be obtaining Wi dats fram
Replicating from backup files reduces impact on production storage.

© From production storage (actual ¥M state]

Obtains the mast recent WM state directly from the production storage
Allows o replicate Vi more often than you back them up.

® From backup files (latest ¥M state available in backups)

Backup repositaries:

from replication.

Mame

[] Default Backup Repository
Scale-out Backup Repository

i SelectAll |
Clear 21l

Add..

Exclusions...
Source..,

+

Recalculate

Total size:
24.0GB

Step 5. Exclude Objects from Replication Job

After you have added VMs and VM containers to the job, you can specify which objects you

want to exclude from replicas. You can exclude the following types of objects:

e VMs from VM containers

e Specific VM disks

NOTE: To make the replication process faster and reduce the size of created

replicas, Veeam Backup & Replication automatically excludes the following objects from

replication:

e VM log files

e VM templates from VM containers

Guest Pracessing
Schedule

Summary

New Replication Jab

Virtual Machines
Select one or more Vet - L = e »“e tion,
Exclusions
Narne WMs | Disks
X Add...
LY I Wirtual machines to exclude:
Narme Type Add. Rermove
Destination i sned Wirtual Machine
(sna? Wirtual Machine Remove
Hetwork s Virtual Machine
iz
Jub Settings
BT
Seeding

<Previous [[ Mext> |

Recalculate

Total size:
338TB

Cancel
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Mew Replication Job =
+ Virtual Machines
é Select ane or more ¥ Er— =
VM disks to process:
hame O Al disks
O Disk G0 ont I disk Il
T—— O Disk 0:0 only ftypically, system disk)
@® Selected disks: Remove
Destination
IDE @00 Add
Network IDE 1) Exclusions..
Source..
Re-IP
Job Settings + U
Data Transfer + Down
Seeding
Guest Processing
Schedule Recalculate
s
FUTREE? Total size:
240 GB
= Cancel

Step 6. Define VM Replication Order
To define VM replication order:
1. At the Virtual Machines step of the wizard, select a VM or VM container.

2. Use the Up and Down buttons on the right to move the VM or VM container up or
down in the list.

New Replication Job -
+ Yirtual Machines
é Select one or more Whs ta replicate, Use exclusion settings to exclude specific ¥Ms and virtual disks from replication.

Narne Virtual machines to replicate:

Harne Type Size Add...
Wirtual Machines (59 srutt Wirtual Machine 9.4 GE

5 db0t Virtual Machine  24.0 B emove
Destination
-
Fe-IP
Job Settings
Bt T
Seeding
Guest Processing
Sehedule Recalculate
Surma

v Total size;
53.4GB
<Previous | [ Nest» Cancel

Step 7. Specify Replica Destination
At the Destination step of the wizard, select a destination for the VM replica(s).

1. Click Choose next to the Host or cluster field and select an ESX(i) host or cluster
where VM replica(s) must be registered.

2. If all or majority of VM replicas must belong to the same resource pool,
click Choose next to the Resource pool field and select the target resource pool.

If you want to place VM replicas to different resource pools:

a. Click the Pick resource pool for selected replicas link.
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b. In the Choose Resource Pool window, click Add VM on the right and select the
VMs and click Add.

c. Select the added VM in the Replica VM resource pool list and click Resource
Pool at the bottom of the window.

d. From the list of available resource pools, choose the target resource pool for the
VM.

3. If all or majority of VM replicas must be placed in the same folder, click Choose next
to the VM folder field and choose the target folder.

The VM folder section is disabled if you selected a standalone ESX(i) host as a target for
VM replicas.

4. 1If files for all or majority of VM replicas must be stored on the same datastore,
click Choose next to the Datastore field and select the target datastore.

New Replication Job -
+ Destination
é Specify where replicas should be created in the DR site,
Mam

Host ar cluster:

[es01 terhrtocel | choase.. |

Wirtual Machines

Destination Resource pool:

Metwork

Re-IP

Job Settings am | chonge.. |
Pick WM folder for selected replicas

Data Transfer
Datastare:

Seeding [eo01-das3 [752.3 68 free] | [“chgese.. |

Guest Processin g Pick datastore for selected wvirtual disks
Schedule

Suramary

Step 8. Create Network Map Table

The Network step of the wizard is available if you have selected the Separate virtual
networks option at the Name step of the wizard. You can use this step to configure
network mapping settings for the VM replica(s).

To configure a network mapping table:
1. Click Add.

2. Click Browse next to the Source network field and select the production network
to which VMs added to the job are connected.

3. Click Browse next to the Target network field and select the network in the DR
site to which VM replicas must be connected.

4. Repeat steps 2-3 for all networks to which VM replicas must be connected.
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New Replication Job =
+ Network
é Select how virtual netwarks map to each other between production and DR sites.
Name Netwark mapping:
Source ne twvark Target network Add...
Virtual Machines
Destination
T Network Mapping
Re-Ip Saurce network: |V Netwark | [ Browse.. |
Job Settings Target network: |Private VM Netwark [ Browse.. |
Seeding
Guest Processin a
Schedule
Summary
< Previous [ [ Mext» Cancel

Step 9. Configure Re-IP Rules

The Re-IP step of the wizard is available if you have selected the Different IP addressing
scheme option at the Name step of the wizard. You can use this step to configure re-IP
rules for Microsoft Windows VMs.

To configure a re-IP rule:
1. Click Add.

2. In the Source VM section, describe an IP numbering scheme adopted in the source
site. To facilitate configuration, Veeam Backup & Replication detects an IP address
and subnet mask for the backup server and pre-populates values in the Source
VM section.

3. In the Target VM section, describe an IP numbering scheme adopted in the DR site.
Specify an IP address, subnet mask and default gateway that will be used for VM
replicas. If necessary, define the DNS and WINS server addresses.

4. In the Description field, specify a brief outline of the rule or any related comments.

NOTE: You can use the asterisk character (*) to specify a range of IP addresses, for
example, 172.16.17.*.

Do not use 0 to specify a range of IP addresses. In Veeam Backup & Replication, value
172.16.17.0 means a regular IP address 172.16.17.0, not an IP address range.
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x

MNew Re-IP Rule - I_l
+ Re-IP

é Specify re-IP rules to apply{  Source VM supparted for Microsoft Windows

Quests. 1P address: 7T, 8, ¢
: 295,255, 254, 0
Mom E Subnet mask:
So n Add...
‘irtual Machines Target yhi
IP address: 172017 5% ¢
Destination
Subnet mask: 255, 255, 254, 0
MNetwork
Default gateway: 172,017 .5
Re-IP
lab Settings Preferred DMNS server:

Alternate DNS server
Data Transfer

Seeding Preferred WINS server:
Guest Processing Altemate WINS server
Schedule Description

Summany Re-IF rule for DF. site

-

Step 10. Specify Replication Job Settings
At the Job Settings step of the wizard, define replication job settings.

1. From the Repository for replica metadata list, select a backup repository that is
located in the source site.

2. In the Replica name suffix field, enter a suffix for the name of VM replicas.

3. In the Restore points to keep field, specify the number of restore points that must be
maintained by the replication job. If this number is exceeded, the earliest restore
point will be removed.

New Replication Job -

+ Job Settings
Specify backup repositary located in the source site to host metadlata in, replica suffic and retention policy, and customize
advanced job settings if required.

Name Repository for replica metadata:

Default Backup Repository (Created by Veearn Backup) v
Virtual Machines

= 100 GB free of 119.GB
Destination
Replica settings

Netwark

-l Restare points to keep: |7
Jab Settings

Data Transfer

Seeding

Guest Processing

Schedule

Summary

Advanced job settings incude traffic compression, block size, notification settings, __Ad d
automated postjob activity and other options, (- TEa

< Previous H Hest > ‘ Cancel ‘

Step 11. Specify Data Transfer Settings

At the Data Transfer step of the wizard, select backup infrastructure components that must
be used for the replication process and choose a path for VM data transfer.
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MNew Replication Jab -
Data Transfer
% Chonse how i data should be transferred to the target site,
Name When replicating between remote sites, we highly recormended that you deplay st least one backup
proxy sewver locally in both sites to allow for direct access ta starage.
Virtual Machines Source proxy:
[Automatic selection || choose.. |
Destination
Target prosy:
Netwark [Butomatic selection || hoose.. |
Re-IP
Job Settings {J Direct
Best for Iocal snd off-site replication over fast links,
Data Transfer ® Through built-in WAN acceleratars
—— Best for aff-site replication over slow links due to significant bandwidth savings.
Source WAN accelerator
Guest Procassing [sroti sechiacal (Source WAN Acceleratar) V|
Sehedule Target WAN acceleraton
[srti7 tech local (Target WAN Acceleratar) v]
Summany
[ <Brevious | [ Bea» | Cancel

Step 12. Define Seeding and Mapping Settings

The Seeding step is available if you have selected the Low connection bandwidth option
at the Name step of the wizard. You can use this step to configure replica seeding and
mapping for the replication job.

New Replication Job .

Seeding
% Specify the backup repository with backup files of production Whs, The backup repositary must be located in the DR site,

Marme Initial seeding

Get seed from the following backup repositang:
‘irtual Machines

|Default Backup Repositony (Created by VWeearn Backup) v
Destination =
= 100GB free of 119GE
Metwork
Re-IP Replica mapping
] Map replicas to existing Whis
Job Settings
Qriginal Whd Replica Wi
Data Transfer Eﬂdhm Ma mapping
D’T‘stm Mo mapping
Seeding

Guest Processing

Schedule

SRRy If you already have replicas in the target site, replication job can reuse them. This way, only

differences will be transferred over WAN by the first job run,

Configuring Replica Mapping
To set up replica mapping:
1. Select the Map replicas to existing VMs check box.

2. Click Detect to detect existing VM replicas. If any matches are
found, Veeam Backup & Replication will populate the mapping table.
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New Replication Job -

I Seeding
é Specify the backup repasitary with backup files of production Wiis, The backup repasitary must be lacated in the DR site.

Namme Initial seeding

[] Get seed from the following backup repositary:
Virtual Machines
Default Backup Repasitary (Created by Veeam Backup)
Destination

Netwark

Re-IP Replica mapping

bdap replicas to existing Whs
lab Settings

Original Y Replica WM Edit...
Data Transfer (9 b0l db01_replica

S onn Ho rapring
Seeding
Guest Processing
Schedule

Detect

Summary If you already have replicas in the target site, replication job can reuse them, This way, only

differences will be transferred over WAN by the first job run.

Step 13. Specify Guest Processing Settings

At the Guest Processing step of the wizard, you can enable the following settings for VM
guest OS processing:

You must specify a user account that will be used to connect to the VM guest OS and deploy
the runtime process:

1. From the Guest OS credentials list, select a user account with local administrator
privileges on the VM guest OS. If you have not set up credentials beforehand, click
the Manage accounts link or click Add on the right to add credentials.

2. By default, Veeam Backup & Replication uses the same credentials for all VMs in the
job. If some VM requires a different user account, click Credentials and enter
custom credentials for the VM.

3. If you have added Microsoft Windows VMs to the job, specify which guest interaction
proxy Veeam Backup & Replication can use to deploy the runtime process on the VM
guest OS. On the right of the Guest interaction proxy field, click Choose.

o Leave Automatic selection to let Veeam Backup & Replication automatically
select the guest interaction proxy.

o Select Use the selected guest interaction proxy servers only to explicitly
define which servers will perform the guest interaction proxy role. The list of
servers contains Microsoft Windows servers added to the backup
infrastructure.

To check if Veeam Backup & Replication can communicate with VMs added to the job and
deploy the runtime process on their guest OSes, click Test

Now. Veeam Backup & Replication will use the specified credentials to connect to all VMs in
the list.
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MNew Replication Job -

+ Guest Processing
é Choose guest O pracessing aptions available for running Yhs,

MNarme Enable application-aware processing

Detects and prepares applications for consistent backup, performs transaction logs processing, and
configures the O ta perfarm required application restare steps upon first boot.

Bestitmsiion Customize application handling options for individual WMs and applications Applications..

Guest O5 credentials

Wirtual Machines

Metwark

[ 74 TECH\Administratar (TECH\Administratar, last edited: 12 days ago} V[ add.

Re-IP IManage accounts

Job Settings Custarnize guest OF credentials for individual WMs and opersting systermns

Guest interaction prozy:
Data Transfer ‘

Autornatic selection

Choase..

Guest Processing

Schedule

Sumrmary

Step 14. Define the Job Schedule

At the Schedule step of the wizard, select to run the replication job manually or schedule
the job to run on a regular basis.

New Replication Job -

Name Run the job automatically

ily at this time: ! -
Virtual Machines aily stehis tmet  1000PM (5] [Everyday v

O Manthly atthistime: [10.00Ph 2] Fourth Saturday
Destination

O Perindically every: 1 Haurs
Metwork

O After this jobe Apache Backup (Daily Backup Job)
Re-IP

Automatic retry

Job Settings Retry failed Whls processing: 3 2 times
Data Transfer Wait before each retry sttempt for: |10 5| minutes
Seeding Backup window

@ Prazmpsthg [ Terminate job if it exceeds allowed backup window

Ifthe job does not cornplete within allocated backup window, it will be
Schedule terminated to prevent snapshot commit during production hours,

Surmmary

Step 15. Finish Working with Wizard

At the Summary step of the wizard, complete the procedure of replication job
configuration.

1. Review details of the replication job.

2. Select the Run the job when I click Finish check box if you want to start the job
right after you finish working with the wizard.

3. Click Finish to close the wizard.
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Mew Replication Job

Sum mary
% The job's settings have been saved successfully, Click Finish to exit the wizard,

Memae Surnmary:

[are: DB Replication
Type: Whware Replication
Enable application-aware processing
Source iterns:
db01 {veenterl.tech lacal)
she01 {wcenter0l.tech.local)
Replica destination:
Host: esxll tech.local

irtual Machines

Destination

Metwark

Re-IP Resource poal: Replicas
WhA falder: wrn
lob Settings Datastore: esxl1-das3 [752.3 GB free]

Replica suffix: _replica

Restore points to keep: 7

Source proxies: Autormatic selection
Target proxies: Automatic selection

Data Transfer
Seeding
Guest Processing

Metiwork mapping:
Schedule WhA Metwork - > Private Vi Network

Surnrmary WA FeanRinm:
[] Run the job when | click Finish

< Previous

Repository for replica metadata: Default Backup Repository thost: sreD6itech.local, path: Ch\Backup)

4. Data Recovery

Veeam Backup & Replication offers a number of recovery options for various disaster
recovery scenarios:

Instant VM Recovery enables you to instantly start a VM directly from a backup file

Entire VM recovery enables you to recover a VM from a backup file to its original or

another location

VM files restore enables you to recover separate VM files (virtual disks,

configuration files and so on)

Virtual disks restore enables you to recover a specific hard drive of a VM from the
backup file, and attach it to the original VM or to a new VM

4.1 Instant VM Recovery

4.1.1

Performing Instant VM Recovery

With Instant VM Recovery, you can immediately start a VM from a backup file stored on the
backup repository. Instant VM Recovery accelerates the restore process, allows you to

improve RTOs and decrease downtime of production VMs.

Step 1. Launch Instant VM Recovery Wizard

To launch the Instant VM Recovery wizard, do one of the following:

On the Home tab, click Restore and select VMware vSphere backup. In
the Restore from backup section, select Instant VM recovery.
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e Open the Home view, in the inventory pane select Backups. In the working
area, expand the necessary backup, select the VM you want to restore and
click Instant VM Recovery on the ribbon.

e Open the Home view, in the inventory pane select Backups. In the working

area, expand the necessary backup, right-click the VM you want to restore
and select Instant VM recovery.

Restore Options

Restore Wizard -
L
LA

What weauld you like to do?

L]
% Restore from backup L] Restare from replica
= =
= =
@ Instant WM recovery O Failover ta replica
O Entire WM (including registration) O Planned failover
O Virtual disks O Failback to production
O WM files (MDK, W) O Guest files (Microsoft Windows)
O Guest files (Microsoft Windows) O Guest files (ather O5)
O Guestfiles (other 0S) O Bpplication items

O Application iters

O Restore to Microsoft Azure

Step 2. Select VMs

At the Virtual Machine step of the wizard, select the VM that you want to recover:
1. In the VM to recover list, expand the backup job.
2. Select the VM.

To quickly find a VM, you can use the search field at the bottom of the window.
1. Enter a VM name or a part of it in the search field.
2. Click the Start search button on the right or press [ENTER].

Instant Recovery -
Virtual Machine
E=| ’ Choose the virtual machine you want to recover,
E=
=
Virtual Machine VM to recover. db01
Job name Last restore paint Whicount  Restore points count
Restore Paint > 2, apache Backup 12/30R0168:10:34 AM 1
» 2 Backup_2017-01-111032.. 1/11/2017 312957 a1 2
Recowery Mode 4 DB Backup 12/3020168:08:36 AM 2
1m0t le35 than a day 500 [... 10
Restore Reason ekt 1 day 290 (10:03 PM ... 7
> & Fileserver Backup 12/30/R0168:0330 4M 1
Ready to Apply
Recovery
51+ Typs in an object nams to search for Q|

Step 3. Select Restore Point

At the Restore Point step of the wizard, select the restore point for the VM.
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Instant Recovery -
Restore Point

) Choose restore point you want to recover the selected virtual rmachine to.
E—‘-’
=
=

Yirtual Machine WA narme: db0d Original host: veenter(1.tech.Jocal

Wh size:  24.1GB
Restore Paint

Available restore points:

Recovery Mode e e
" :
T _;1 day aga (10:08 PM Tuesday 1/10/2017) Increment
(51 day ago (613 AM Tuesday 1/10/2017) Increment
Ready to Apphy (51 day aga (6:00 AM Tuesday 1/10/2017) Increment
(5 2 days ago (10:11 PM Manday 1/9/2017) Increment
Recovery (5 3 days ago (56 A0 Manday 1/8/2017) Increment
(512 days ago (10:32 PM Friday 12/30/2016) Increment
(512 days ago (8:09 AM Fridsy 12/30/2018) Full

Step 4. Select Recovery Mode
At the Recovery Mode of the wizard, choose the necessary restore mode:

o Select Restore to the original location if you want to restore the VM with
its initial settings and to its original location.

e Select Restore to a new location, or with different settings if you want
to restore the VM to a different location and/or with different settings (such
as VM location, network settings, format of restored virtual disks and so on).

IMPORTANT!

If you recover a VM with original settings, and the original VM still exists in the
virtual infrastructure, the original VM will be removed.

Instant Recovery -

Recovery Mode
— Specify the ultimate destination for the instantly recovered Wi,
=

Yirtual bachine ) Restore to the original location

Quickly initiate restore of selected s to the original location, and with the original narne and

Restare Point settings. This option minimizes the chance of user input error,

Recavery Made (® Restore to anew location, or with different settings

Customize restored Wh location, and change its settings, The wizard will automatically populate all
Destination contrals with the original Wi settings as the default settings.
Datastore

Restore Reason
Ready to Apply

Recovery
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Step 5. Select Destination for Restored VM

The Destination step of the wizard is available if you have chosen to change the location
and settings of the restored VM.

Select a destination for the restored VM:
1. In the Host field, specify a host on which the VM must run.
2. In the VM folder field, specify a folder to which the restored VM must be placed.

3. In the Restored VM name field, enter a name under which the VM must be restored
and registered. By default, the restored VM has the name of the original VM.

4. In the Resource pool list, select a resource pool to which the VM must be placed.

Instant Recoveny -
Destination
==, Choase ESCserverta run the recavered vittusl machine on. Vou can chaase ta pawer on Vb automatically, unless yau need ta
E"_-’ adtjust Y settings first (such as change YW network),
Yirtual Machine Host:
[es@1techincel || chgose.. |
Restare Point
estare Foin M folder:
Recovery Mode [am || choose.. |
Restared WM name:
Destination
‘dbm_restnred |
Datastore Resaurce pool: DB
0 5 44 Resources ~
i -
estare Reason b 4@ Cloud
Ready to Apply 8 08
{4 Evaluation
Recowvery {4 Fileservers _
£ Replicas .
{4 Sandbox
{4 Shell
L ANAO
{4 Webservers
{4 Websenvices h

Step 6. Select Destination for Virtual Disk Updates

The Datastore step of the wizard is available if you have chosen to change the location and
settings of the restored VM.

To redirect redo logs:
1. Select the Redirect virtual disk updates check box.

2. Choose the datastore.
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Instant Recovery -

Datastore
==, B default, virtual disk changes of recovered YM are stored on vPower NFS server. You can redirect these changes to a different
E=’ datastore, This impraves |0 performance, but prevents Storage WMotion an vSphere versions prior to vSphere 5.0

Virtwal Machine Redirect virtual disk updates
Datastore:
Restore Point
estore Point |Esxm_m3 \ | Chgose...
Recavery Mode Datastore info

Capacity:  1.2T8
Destination PR

Free space; 630.00GB
Datastare
Restore Reason

Ready to fpply

Recovery

< Previous H et = Cancel

Step 7. Specify Restore Reason

At the Restore Reason step of the wizard, enter a reason for performing Instant VM
Recovery for the VM.

Instant Recovery -
Restore Reason
E=I ’ Provide the reason for performing this restore, This information will be saved in the restore sessians history for later reference.
E=]
= -
Wirtual Machine Restore reason:

Restoring a corrupted DE|
Restare Point

Recovery Mode
Destination
Datastore
Restare Reason
Ready to Apply

Recovery

[[cprevious | [ met> Cancel

Step 8. Verify Instant VM Recovery Settings

At the Ready to Apply step of the wizard, specify additional settings for Instant VM
Recovery:

1. If you are recovering a production VM that has failed and want to restore it with
initial network settings, select the Connect VM to network check box. If you are
recovering a VM for testing disaster recovery while the initial VM is still running,
leave this check box not selected.

2. To start a VM immediately after recovery, select the Power on VM
automatically check box. If you are recovering the VM to the production network,
make sure that the initial VM is powered off to avoid conflicts.
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3. Check settings you have specified for Instant VM Recovery and
click Next. Veeam Backup & Replication will recover the VM on the selected ESX(i)

Instant Recowvery -
Ready to Apply
E‘Elb Please reviewthe provided settings.
E—
e Meeliing Instant recavery settings:
Restore Paint W db01, backed up 1 day ago (613 AM Tuesday 1/10/2077).
Huost: esx0tech.local
Recovery Made Datastore: create on datastore "esx01-das3"
. Mews Wk name: db01_restored
Destination
C— Afteryou click Nesxt, the selected Wi will be instantly recavered into your production enviranment, To
finalize the recovery, use Storage Wivlotion to move running Wi to the praduction starage.
Alternatively, you can perfarm cold Whd migration during your next maintenance window,
Restore Reason
If you are performing manual recovery testing, remember to change VM network to non-praduction
Ready to Apply before powering on the V.
Recovery ConnectWM to network

Powwer on Wi automatically

Make sure original server is powered aff, Recovering server into production network with
L. original server still running may affect same applications,

< Previous Restore Cancel

Step 9. Finalize Instant VM Recovery

All VMs restored with Instant VM Recovery are displayed in the Home view, under
the Instant Recovery node.

To check the progress of Instant VM Recovery and view session details:
1. Open the Home view.
2. In the inventory pane, click the Instant Recovery node.
3. In the working area, right-click the VM and select Properties.

Alternatively, you can open the History view, select the Instant Recovery node
under Restore in the inventory pane and double-click the instant VM restore session.

After the VM has been successfully recovered, you can finalize Instant VM Recovery in one
of two ways:

e Migrate the recovered VM to the production environment

e Unpublish the recovered VM

Migrating Recovered VM
To migrate a recovered VM to the production environment:
1. Open the Home view.

2. In the inventory pane, select the Instant Recovery node.
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3. In the working area, right-click the VM and select Migrate to
production. Veeam Backup & Replication will launch the Quick Migration wizard.

Unpublish Recovered VM
To unpublish a recovered VM:
1. Open the Home view.
2. In the inventory pane, select the Instant Recovery node.

3. In the working area, right-click the VM and select Stop publishing.

VEEAM BACKUP AND REPLICATION

INSTANT VM RECOVERY

R

Migrateto OpenVM  Stop  Propertics
Production Console Publishing

Actions Properties
HOME VM NAME HOST STA..  RESTO..  BACKUP NAME
=
3 db01_restored £ 50 Migrate to production.. DB Backup
£} Instant Recovery (1) Open VM console
b dobs 3¢ \Stop publishing
[ Backups
a
b [ Replicas | Properties..
b [} Last 24 Hours

A Home

ﬁi INVENTORY

@E'g BACKUP INFRASTRUCTURE
@5; STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

@ FILES

1 OBJECT SELECTED CONNECTED TO: LOCALHOST ENTERPRISE PLUS EDITION EVALUATION: 358 DAYS REMAINING
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